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SURVEILLANCE, JOURNALISM,
AND THE CAPITOL RIOT

ETHICALLY REPORTING ON DATA EXPLOITATION AND GEOTRACKING

January 6, 2021 was a dark day in American history. As Congress
convened in Washington, D.C., to count the electoral votes that
would affirm Joe Biden’s win in the 2020 presidential election,
thousands of angry Trump supporters attacked the Capitol in an
effort to block what they believed to be a false victory. Around 1
p.m., after attending Trump’s “Save America” rally at the Ellipse
Park that morning, protestors breached security barriers to storm
the building by fighting with Capitol police, scaling the walls, and
breaking windows (Barrett, Raju, & Nickeas, 2021). Once inside,
smoke grenades were released and the mob “went door to door
waving Confederate [and pro-Trump] flags, looting the offices of
senators and congressmen, and repeating the false rhetoric that ...
Trump was the real winner of the election” (Jacobo, 2021). By 5 p.m,,
law enforcement orchestrated evacuations of both the Capitol itself % Sk 2 ¢

as well as the nearby DNC and RNC buildings where pipe bombs had been found. Despite the chaos and
deadly violence that transpired, the Capitol was secured around 8 p.m. and lawmakers returned to their
session, concluding their duty to certify Biden as the 46t president of the United States (Barrett, Raju, &
Nickeas, 2021).

In the weeks following, a number of opinion pieces were written about the events which occurred, from
assertions of policing double-standards (Love, 2021) to arguments that Trump should face legal
consequences for his role in encouraging the mob (The Washington Post Editorial Board, 2021). Honing in
on a different focus however, one opinion article published in The New York Times used the attack as an
opportunity to discuss geo-tracking, which happens when smartphone users allow apps access to their exact
position using GPS technology. This location data is typically harnessed for advertising purposes, such as
“measuring whether people visited a store after seeing an online ad or helping marketers build more detailed
profiles for targeted advertising” (Thompson & Warzel, 2019). However, using this information for other
purposes has recently received increased attention.

Some argue that geo-tracking data has the potential to be used in courts and by law enforcement to make
society safer. For example, “Japan has asked owners of both public and private surveillance ... to make user
data available to authorities without warrants. This practice, which the Japanese government believes is
helpful in solving crimes [and] tracking domestic abuse cases, is seen as one reason why Japan’s crime rate
is about a quarter that of the U.S.” (Kirkpatrick, 2020). Similarly, geo-tracking has been used in the past year
in an effort to slow the spread of the coronavirus as countries around the world have implemented measures
such as “location monitoring systems to ensure that people who were carrying COVID-19 were staying at
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home,” “track[ing] the mobile-phone data of people suspected to be infected with the coronavirus ... and
warn[ing] those who may have come into contact with people infected with the virus” (Kirkpatrick, 2020).

Taking a more skeptical stance towards geo-tracking, Charlie Warzel and Stuart A. Thompson revealed that
The New York Times received over 100,000 leaked data location pings for thousands of smart phones during
the Capitol riot, which they then used to track the insurrectionists. “While there were no names or phone
numbers in the data,” they write, “we were [nonetheless] able to connect dozens of devices to their owners,
tying [supposedly] anonymous locations back to names, home addresses, social networks and phone
numbers of people in attendance” (Warzel & Thompson, 2021). Especially since they were able to find such
personal information as individuals unrelated to any official office or law enforcement agency, Warzel and
Thompson demonstrate just how troubling geo-tracking can be. What if it got into the wrong hands? Worse
still is the fact that:

Smartphone users will never know if they are included in the data or whether their precise
movements were sold. There are no laws forcing companies to disclose what the data is used
for or for how long. There are no legal requirements to ever delete the data. Even if anyone
could figure out where records of their locations were sold, in most states, you can’t request
that the data be deleted.

Furthermore, using the case of one protester whose phone data showed he had entered the Capitol but photo
evidence shows he merely stood on the outside steps, Warzel and Thompson illustrate how imprecise this
information can be. Clearly, such errors are problematic because “a few feet can be the difference between a
participant who committed a serious crime and an onlooker” (Warzel & Thompson, 2021). Overall, by
demonstrating to the public just how much of their personal information can be collected and misused,
Warzel and Thompson argue that geo-tracking surveillance is an invasion of privacy and such data should
never be collected in the first place. Not only could it be used inappropriately by governments, law
enforcement, and individuals, but there are also no laws protecting data from being bought and sold between
other entities such as businesses or organizations. Indeed, we have already seen troubling implications of
this in cases like Facebook’s 2018 Cambridge Analytica scandal, where the voter-profiling company used
leaked social media data to create “30 million ‘psychographic’ profiles about voters” (Meyer, 2018).

Though Warzel and Thompson “intended the story as a warning against surveillance” and “only publish[ed]
the names of people who gave their permission to be quoted in [the] article,” some questioned whether
publishing this information was ethical, regardless of any greater purpose they had hoped to serve (Gilliard
& Cahn, 2021, and Warzel & Thompson, 2021). In an opinion piece from Medium’s OneZero publication, Chris
Gilliard and Albert Fox Cahn agreed with the stance of the Times but criticized their distribution of the geo-
tracking data saying: “The Times cannot have its cake and eat it too. If this type of data exploitation and
tracking is unethical, then it is unethical —the paper should not itself participate in these practices in pointing
out how bad they are” (Gilliard & Cahn, 2021). Here, the authors assert that “regardless of the disclaimers
and caveats” Warzel and Thompson’s use of this data undermines the overall point and could even influence
public opinion antithetically (Gilliard & Cahn, 2021). While the use of the geo-tracking data received
justification in this case because law enforcement used it to track rioters at the Capitol, Gilliard and Cahn
point out that if “surveillance technologies expand, they won'’t be primarily aimed at white extremists ... [but]
will be systematically targeted at BIPOC communities,” such as when the Minneapolis police department
gave Google a geofence search warrant during the George Floyd protests (Gilliard & Cahn, 2021). Ultimately
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then, they argue, showcasing data exploitation in the way that Warzel and Thompson did is more likely to
garner support for geo-tracking, possibly influencing “the public [to] pull back from vital [data exploitation]
reforms at the very moment they’re likely to go through” (Gilliard & Cahn, 2021).

Of course, “many people were shaken to their cores by the events of January 6,” but Gilliard and Cahn hold
that “it’s precisely during the most dire [sic] times that our commitment to ethics should guide us the most”
(Gilliard & Cahn, 2021). While this may be true, deciding what the ethical response should be is not
necessarily cut and dry. In the end, questions surrounding if and how to use location data, as well as how to
report on it, are unlikely to be answered with certainty any time soon since “there will always be some
tension between the desire to protect personal privacy and the clear value of information that can be used
to solve crimes or keep the public safe” (Kirkpatrick, 2020). Whether we ultimately choose to prioritize one
over the other or find creative solutions to overcome the seemingly irreconcilable conflict, these
considerations will only become more pressing as technology continues to develop and become ubiquitous
in our lives.

Discussion Questions:

1. Do you agree with Warzel and Thompson, Gilliard and Cahn, or neither? Why?

2. What should Warzel and Thompson have done differently, if anything? Would their argument have
been less impactful had they not used the insurrectionist’s geo-tracked data?

3. How much do intentions matter in evaluating the ethics of another’s actions?

4. Are tools like geo-tracking technology inherently unethical or does it depend on how they are used?

5. If proper restrictions were put into place, could geo-tracking be used to assist law enforcement in
an ethical and safe manner? Why or why not? What would such restrictions look like?

6. What arguments could be promoted for and against a surveillance society?
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